MANAGED FIREWALL

COVAD BUSINESS ESSENTIALS

HIGHLIGHTS

e Network defense—Helps prevent
unauthorized access to and
unsanctioned data transmissions from
your internal network

Proactive management—Fully
managed service reduces your

IT requirements and continuously
monitors your firewall

Single provider—One experienced
source for Internet access and
security services

Expert support—Live technical
support 24x7x365

No upfront fees—Monthly fee
includes equipment, configuration,
monitoring, and management

Firewall: (n.) A system designed to help prevent
unauthorized access to or from a network.

COJAD

Keep your network protected
and secure

You would never leave your front door open for thieves and vandals.
Yet that’s exactly what you’re doing if you have Internet access
without a firewall. Covad Managed Firewall service provides your
first line of defense in protecting your business assets from

external threats.

ABOUT FIREWALLS. Establishing a firewall between your company network and the
public Internet is an essential step in shielding your valuable data and systems from
illegitimate outside activity. Covad Managed Firewall service helps protect your business
by examining all information going in and out of your private network and blocking
transmission of programs and traffic that don’t conform to your established

security rules.

TWO-WAY TRAFFIC SCREENING. In addition to defending your business from
incoming intrusions, the firewall also regulates the outbound traffic on your network.
You can control what type of information can be transmitted and which applications
can send and receive information from external sources, limiting the security risk for
key applications.

FULLY MANAGED AND MONITORED. The Covad Managed Firewall is a monitored and
managed service that runs on a dedicated security appliance provided by Covad. When
you need configuration or firewall rules changes, Covad handles the updates foryou.*
Your Internet connection is constantly monitored and, if it goes down, problem diagnosis
and resolution begin automatically without intervention from you.

ONLINE REPORTING. View reports through the Web-based customer portal, including
information on security alerts, outbound traffic, and user activity.

COVAD MAKES IT EASY. Choose Covad foryour business-class broadband and security
services, and enjoy the simplicity that comes with one experienced provider, one bill, and

live 24x7x365 expert support. Plus, there are no upfront fees—a single monthly fee covers
your firewall equipment, configuration, management, monitoring, and support.
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SYSTEM SPECIFICATIONS

USERS
TECHNOLOGY
EQUIPMENT
CONFIGURATION
INSTALLMENT

OPTIONAL SERVICES

SERVICE REQUIREMENTS

Supports up to 50 users

Stateful firewall

Covad-provided Fortinet® appliance, one-year warranty

Professionally configured and maintained by Covad security experts

Professional installation with new broadband orders

Covad Site-to-Site and Remote User VPN services

Covad business-class T1 or Dedicated DSL service is required

RELIABILITY AND EXPERT SUPPORT. We know the security and reliability of your network is an essential element of your business

operations. That’s why we back our firewall service with live 24x7x365 customer support.

COUNT ON coVAD. Covad has been delivering business-class broadband service to small and medium-sized businesses for more than

10 years. Covad offers high-speed Internet connectivity, voice services, security services, and Web and email hosting services, all over its

fully owned and managed nationwide network.
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Covad Communications, 110 Rio Robles, San Jose, CA 95134

© 2007 Covad Communications Company. All rights reserved. Covad and the Covad logo are registered trademarks of Covad
Communications Group, Inc. All other trademarks are the property of their respective owners. Covad makes no warranties or
guarantees that these services can provide complete protection against attack, interception, or misuse of your data. Tax is
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*Up to three firewall changes per year at no extra charge.
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